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4.1 Explain what the Internet is and how we connect to it using an Internet service provider 
(ISP) 

4.2 Explain how information is sent across the Internet through an ISP 

4.3 Describe and identify the components of an ISP network operations center (NOC)  

4.4 Identify the different types of cables and connectors for connecting the devices in a NOC 

4.5 Construct and terminate twisted-pair cables and determine the type of cable needed 

5. Network Addressing 

5.0 Introduction 

5.1 Describe the purpose of an IP address and subnet mask and how they are used on the 
Internet 

5.2 Describe the types of IP addresses available 

5.3 Describe the methods of obtaining an IP address 

5.4 Describe the use of Network Address Translation (NAT) on a home or small business 
network using an integrated services router (ISR) 

6. Network Services 

6.0 Introduction 

6.1 Compare and contrast clients and servers and explain their interaction over the network 

6.2 Describe the type of interactions of Internet applications 

6.3 Describe the purpose of a layered model to illustrate the interaction of various protocols 

7. Wireless Technology 

7.0 Introduction 

7.1 Describe wireless technology 

7.2 Describe the various components and structure of a wireless LAN 

7.3 Describe wireless security issues and mitigation strategies 

7.4 Configure an integrated wireless access point and wireless client 

8. Basic Security 

8.0 Introduction 

8.1 Identify and describe the various networking threats 

8.2 Describe the methods of attack 

8.3 Describe the different security applications 

8.4 Describe attack mitigation strategies 

9. Troubleshooting Your Network 

9.0 Introduction 
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9.1 Describe the troubleshooting process  

9.2 Identify and describe common hardware and connection issues in wired and wireless 
networks 

9.3 Describe how various utilities are used to verify TCP/IP configurations 

9.4 Utilize the troubleshooting process to identify and solve common problems and interact 
with the help desk 

Working at a Small-to-Medium Business or ISP 

This course prepares students for jobs as network technicians. It also helps students develop 
additional skills required for computer technicians and help desk technicians. It provides a basic 
overview of routing and remote access, addressing, and security. It also familiarizes students with 
servers that provide e-mail services, Web space, and authenticated access. Students also learn 
about soft skills required for help desk and customer service positions. Network monitoring and 
basic troubleshooting skills are taught in context. 

Prerequisites: Networking for Home and Small Businesses  

1. The Internet and Its Uses 

1.0 Introduction 

1.1 What is the Internet? 

1.2 Internet service providers 

1.3 ISP connectivity 

2. ISP Support 

2.0 Introduction 

2.1 Help-desk operations 

2.2 Remote troubleshooting and analysis 

2.3 Handling a customer call 

2.4 Onsite troubleshooting and analysis 

3. Planning a Network Update 

3.0 Introduction 

3.1 Analyzing an existing network 

3.2 Physical network considerations 

3.3 Planning and implementation considerations 

4. Planning the Address Structure 

4.0 Introduction 

4.1 IP addressing in the LAN 

4.2 NAT and PAT 
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5. Configuring the ISR 

5.0 Introduction 

5.1 Initial ISR 1800 router configuration 

5.2 Configuring a Cisco ISR using the Cisco Security Device Manager (SDM) 

5.3 Configuring a Cisco ISR using the command-line interface (CLI) 

5.4 Connect the customer premises to an ISP 

6. Routing  

6.0 Introduction 

6.1 Enabling routing protocols 

6.2 Exterior routing protocols 

7. ISP Services 

7.0 Introduction 

7.1 TCP/IP and messages 

7.2 Services and protocols 

7.3 Domain Name System 

8. ISP Responsibility 

8.0 Introduction 

8.1 ISP security considerations 

8.2 Interaction with the ISP 

Introducing Routing and Switching in the Enterprise  

This course familiarizes students with the equipment applications and protocols installed in 
enterprise networks, with a focus on switched networks, IP Telephony requirements, and security. 
It also introduces advanced routing protocols such as Enhanced Interior Gateway Routing Protocol 
(EIGRP) and Open Shortest Path First (OSPF) Protocol. Hands-on exercises include configuration, 
installation, and troubleshooting. 

Prerequisites:  Working at a Small-to-Medium Business or ISP 

Preliminary chapter outline: 

1. Networking in the Enterprise 

2. Enterprise Network Infrastructure 

3. Addressing in an Enterprise Network 

4. Routing in an Enterprise Network 

5. Implementing WAN Links 

6. Switching in an Enterprise Network 

7. Filtering Traffic Using Access Control Lists 

8. Troubleshooting an Enterprise Network 
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Designing and Supporting Computer Networks 

Learners progress through a variety of case studies and role-playing exercises, which include 
gathering requirements, designing basic networks, establishing proof-of-concept, and performing 
project management tasks. Lifecycle services; including upgrades, competitive analysis, and 
system integration, are presented in the context of pre-sale support. 

Prerequisites: Introducing Routing and Switching in the Enterprise  

Preliminary chapter outline: 

1. Concepts of Network Design 

2. Gathering Information from Clients 

3. Impact of Various Applications on Network Design 

4. IP Address Design Considerations 

5. Creating a Network Design 

6. Building and Testing a Prototype Network 

7. Selecting Equipment and Planning for Installation 
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